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LESSON OBJECTIVES
(Specific points of information to complete the goal statement):

•Learning Objective: The student will learn the latest statistics concerning on-line predators.

•Learning Objective: The student will become aware of the risks and benefits of the World Wide Web and be able to define and explain them to citizens in their community.

•Learning Objective: The student will Learn how online predators operate

•Learning Objective: The student will recognize how to determine if a child is a target for an online predator

•Learning Objective: The student will explore safety tips to share with parents & children and be able to identify and explain them when using the Internet or other online services.

•Learning Objective: The student will review and learn available resources concerning on-line predators for them to use as Crime Prevention Practitioners

INSTRUCTOR'S LESSON PLAN

I.
PREPARATION
(Student Motivation / Opening Statement)

THE INTERNET, AS HELPFUL AND ENJOYABLE AS IT CAN BE, CAN ALSO BE A PLACE OF GREAT DANGER FOR CHILDREN

II.
PRESENTATION
(Implementation of Instruction)

1- INTRODUCTION - Crime Prevention Part II

2- On-Line Predators

3- Statistics Regarding the Internet
a. By the end of 2004, there were 420 million pages of (online) pornography.  It is believed that the majority of these websites are owned by fewer than 50 companies.

b. The U.S. pornography industry generates $14 billion in annual revenue—larger than the combined annual revenues of ABC, NBC, and CBS.  Of that, the Internet pornography industry generates $3.5 billion in annual revenue.

c. About 87% of adolescents ages 12–17 use the Internet.  There are now approximately 11 million teens who go online every day, compared with 7 million in 2000.

d.    A survey of 1,000 young people conducted by the Pew Internet and American Life Project, released July 27, 2007, found that

i. Nine of ten young people have online access, which is up from 75% in 2000
ii. Many teenagers first get access to the Internet at age 10 or 12, many even younger.

iii. A survey of 10- to 17-year-olds revealed that 34% had posted their real names, telephone numbers, home addresses, or the names of their schools online

iv. 50% of high school students “talk” in chat rooms or use instant messaging with Internet strangers

v. 20% of students in middle school and high school admit they have had face-to-face meetings with someone they first met on the Internet
vi. More than three-quarters of the unwanted exposures to sexual material, solicitation, and approaches (79%) happened at home  
vii. 9% happened at school
4- Statistics Regarding Parents
a. 80% of parents worry about their kids’ Internet use exposing them to predators 
b. 76% of parents say they would like to make the Internet a safer place for kids

c. Parents don’t know the meanings of some of the most commonly used chat and instant messaging lingo. For example,
d. 57% don’t know LOL (laughing out loud)
5- Putting It in Perspective
a. Most children are more tech savvy than their parents.

b. Yet many children believe that they can hide behind the anonymity of the Internet.

6- Risks and Benefits of theWorld Wide Web
7- BENEFITS
a. World’s largest library

b. Global outreach

c. Source of entertainment

d. Marketing tool 

e. A plethora of Information

f. Instant communication  with family and friends all over the world

g. Ease of communication

h. Able to trade information and documents

i. Online education

j. Children can express themselves, create a personal profile, showcase artwork, videos, and music

k. Allows children with similar interests to connect

8- TRUE OR FALSE QUESTIONS
9- Small Group Activity: What Does It Mean?
a. POS
b. PIR
c. P911
d. PAW
e. PAL
f. ASL
g. MorF
h. SorG
10- Where Do Children Connect?
a. Children surf the Internet and send messages from their home computers, friends’ computers, the library, or even school.
b. Children connect at coffee shops or other popular “hotspots” using wireless connections and laptops.

11- How Do Online Predators Work?
a. The anonymity of the Internet provides a perfect medium for predators to operate.  

12- How Online Predators Work
a. Find victims on the Internet

b. Find children in chat rooms, newsgroups, and via instant messages (Text Messaging)
c. Give children attention, show kindness, give gifts

d. Are familiar with the latest “fads,” such as video games and movies

e. Show sympathy toward children and listen intently to their problems

13- A Predator’s Journal
14- How to Recognize If Your Child Is at Risk
15- Examples of At-Risk Behaviors
a. Aggressive computer users

b. New to online activity

c. Actively seeking attention or affection

d. The type to try new, edgy activities in life
16- How to Recognize If Your Child Is Being Targeted
a. Is Your Child a Target?
b. Does your child spend a great deal of time online?

c. Has your child received mail, gifts, or packages from someone you don’t know?

d. Has your child withdrawn from the family, from their friends, and become isolated?

17- The World of Social Networking
18- Examples of - Social Networking Sites
a. Myspace.com — general interests

b. Classmates.com — school, college, work, and the military

c. Reunion.com — locating family and friends

19- Tips for Parents and Guardians: A Guide for Tweens (9- to 12-Year- Olds)
a. Communicate with your child about Internet use.

b. Set clear guidelines for your child for safe Internet use.

c. Keep Internet-connected computers in an open area and not in your child’s bedroom.

d. Teach your children not to download programs without your permission.

e. Encourage your children to tell you if something or someone makes them feel uncomfortable or threatened.

f. Insist on having access to your children’s email and instant messaging accounts to make sure they are not talking to strangers.

g. Remind your children not to give passwords to anyone but you.

20- Tips for Parents and Guardians: A Guide for Teens (13- to 18-Year-Olds)
a. Share stories with real examples of teens who have been tricked or hurt because of unsafe online practices.

b. Build an atmosphere of trust and open communication.

21- Instant Messaging Safety Tips for Parents and Guardians to Share With Their Children
22- Tips for Safer Instant Messaging (IM)
a. Tell your children to be careful when creating a screen name.

b. Tell your children never to give out personal information.

23- Tips for Safer Instant Messaging (IM)
a. Your children should never open pictures, download files, or click on links from someone they don’t know.

b. Monitor and limit your child’s use of IM.

24- Tips for Safe Online Social Networking
a. Tell your children to think about how different sites work before deciding to join a site.

b. Encourage your children to control access to the information they post.
25- Tips for Socializing Safely Online (continued)
a. Have your children post only the information they are comfortable with others seeing and knowing about them.

b. Tell your children not to post their picture online.

26- Chat Room Safety Tips for Children
a. Monitor your children’s use of chat rooms.

b. Insist that your children never send photos of themselves to anyone they meet in a chat room

c. Express to your children the importance of never giving out personal information and to never agree to meet a stranger in person.
KEY TOPIC POINTS



        ELABORATION ON KEY POINTS

1.Explain the latest statistics concerning on-line predators.

2.Identify and explain what is risks and benefits of the World Wide Web and define and explain them.

3.Explain how online predators operate

4.Identify and explain how to determine if a child is a target for an online predator

5.Identify and explain safety tips you can share with parents & children concerning use of the Internet or other online services.

6.Identify and explain resources concerning on-line predators available to your as a Crime Prevention Practitioners

III.
APPLICATION:
Planning for student to practice or apply new knowledge 



(where applicable)

NA

IV.
EVALUATION:
Final  check  of  student's comprehension of material 



presented- TEST TO BE GIVEN AT END OF COURSE

V.
REFERENCES:

National Crime Prevention Council
•Public service campaign that focuses on cyber-security and -safety

•Partners including the Forum to Advance the Mobile Experience (FAME) and the Chief Marketing Office Council (CMO Council) 

•Download tip sheets and the publication Mind What You Do Online and report Internet crimes

Created the U.S. Dept. of Justice to help state and local law enforcement agencies investigate and prosecute sexual exploitation of children through the internet.  Currently composed of 61 regional Task Force agencies.
To find the Internet Crimes Against Children Task Force nearest you: www.icactraining.org

